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Why This Checklist Matters

AWS environments have grown exponentially in complexity, with over 200 services

and thousands of configuration options. This comprehensive checklist addresses

all AWS Foundational Security Best Practices to ensure complete coverage of

your security posture.

Each control in this checklist is mapped to specific compliance frameworks including:

   • CIS AWS Foundations Benchmark 3.0: Center for Internet Security guidelines

   • NIST 800-53 r5: National Institute of Standards and Technology framework

   • NIST 800-171 r2: Controlled Unclassified Information protection

   • PCI DSS v4.0.1: Payment Card Industry Data Security Standard

   • SOC 2 Type II: Service Organization Control 2 requirements

This service-organized approach enables technical teams to:

   • Navigate directly to relevant AWS services they manage

   • Implement security controls with step-by-step guidance

   • Troubleshoot specific service security configurations

   • Track compliance requirements per service domain

Key Statistics

• 95% of cloud security incidents are caused by misconfigurations

• Average cost of a cloud breach for SMBs: $2.98 million

• 280 days average time to identify and contain a breach
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ACM - AWS Certificate Manager
Certificate management and SSL/TLS security controls

ACM.1 Certificate Renewal Management PCINIST

Imported and ACM-issued certificates should be renewed appropriately

Set up automatic renewal for ACM-issued certificates Prevents service disruption

Monitor expiration dates for imported certificates 30-day advance warning

Configure CloudWatch alarms for certificate expiration Automated alerting

ACM.2 RSA Key Length Requirements NISTPCI

RSA certificates should use minimum 2048-bit key length

Ensure RSA certificates use minimum 2048-bit keys Cryptographic strength

Audit existing certificates for key length compliance Identify weak certificates

Consider 4096-bit for highly sensitive applications Enhanced security

ACM.3 Certificate Tagging NIST

ACM certificates should be tagged for proper resource management

Apply consistent tagging strategy to all certificates Resource organization

Include environment, application, and owner tags Ownership tracking

Enable cost allocation tags Cost management
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DMS - Database Migration Service
Secure database migration and replication controls

DMS.1 Replication Instance Privacy PCINIST

DMS replication instances should not be publicly accessible

Deploy DMS instances in private subnets Network isolation

Configure security groups with minimal access Least privilege

Use VPC endpoints for AWS service access Private connectivity

DMS.6 Automatic Version Upgrades PCINIST

DMS replication instances should have automatic minor version upgrade enabled

Enable automatic minor version upgrades Security patches

Schedule maintenance windows appropriately Minimize disruption

Test major version upgrades in non-production Risk mitigation

DMS.7-8 Logging Configuration SOC2PCINIST

DMS replication tasks should have comprehensive logging enabled

Enable logging for target database replication Audit trail

Enable logging for source database operations Troubleshooting

Configure log retention policies Compliance requirements

DMS.9 Endpoint Security PCINIST

DMS endpoints should use secure SSL/TLS connections

Configure SSL/TLS encryption for all endpoints Data in transit

Use IAM authentication where supported Access control

Validate certificate configurations Trust verification
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EC2 - Elastic Compute Cloud
Compute instance and network security controls (50+ controls)

EC2.1 EBS Snapshot Privacy CISPCINIST

EBS snapshots should not be publicly restorable

Audit all EBS snapshots for public access Data exposure prevention

Remove public permissions from snapshots Access restriction

Enable default encryption for new snapshots Data protection

EC2.2 VPC Default Security Groups CISPCINIST

VPC default security groups should not allow any traffic

Remove all inbound rules from default groups Zero trust baseline

Remove all outbound rules from default groups Explicit allowlisting

Use custom security groups for all resources Intentional configuration

EC2.3 EBS Volume Encryption CISPCINIST

Attached EBS volumes should be encrypted at rest

Enable EBS default encryption in account settings Automatic protection

Encrypt existing unencrypted volumes Data at rest security

Use customer-managed KMS keys where required Key management control

EC2.6 VPC Flow Logs SOC2CISPCINIST

VPC flow logging should be enabled in all VPCs

Enable VPC Flow Logs for all VPCs Network visibility

Configure flow logs to capture all traffic Comprehensive monitoring

Send logs to CloudWatch or S3 Centralized analysis
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EC2.7 EBS Default Encryption CISPCINIST

EBS default encryption should be enabled in all regions

Enable EBS default encryption per region Automatic protection

Use AWS-managed or customer-managed keys Encryption flexibility

Verify encryption on all new volumes Compliance verification

EC2.8 Instance Metadata Service v2 CISPCINIST

EC2 instances should use IMDSv2 (Instance Metadata Service v2)

Configure instances to require IMDSv2 SSRF protection

Set IMDSv2 as default in launch templates Consistent deployment

Disable IMDSv1 on existing instances Legacy removal

EC2.13 Security Group SSH Restriction 171CISPCINIST

Security groups should not allow unrestricted SSH access

Remove 0.0.0.0/0 rules for port 22 SSH hardening

Restrict SSH to specific CIDR ranges Network boundaries

Use Session Manager instead of direct SSH Audited access

EC2.14 Security Group RDP Restriction 171CISPCINIST

Security groups should not allow unrestricted RDP access

Remove 0.0.0.0/0 rules for port 3389 RDP hardening

Restrict RDP to specific CIDR ranges Network boundaries

Consider VPN or bastion host access Secure remote access
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EC2.21 Network ACL Restrictions 171CISPCINIST

Network ACLs should not allow unrestricted access to SSH/RDP

Audit NACL rules for open SSH/RDP access Subnet-level protection

Implement deny-by-default policies Explicit allowlisting

Document all NACL rule justifications Audit readiness



AWS Service Compliance Requirements awsight.com

© 2026 CloudSec Global LLC Page 9

ECS - Elastic Container Service
Container security and runtime protection controls

ECS.1 Task Definition Security NIST

ECS task definitions should have secure networking configurations

Configure task definitions with non-root users Privilege reduction

Use bridge or awsvpc networking modes Network isolation

Avoid privileged container mode Attack surface reduction

ECS.2 Service Network Privacy PCINIST

ECS services should not have public IP addresses assigned automatically

Deploy ECS services in private subnets Network isolation

Use load balancers for public access Controlled ingress

Configure NAT gateways for outbound access Egress control

ECS.3-5 Container Runtime Security NIST

ECS containers should follow runtime security best practices

Avoid sharing host process namespace Process isolation

Run containers as non-privileged users Limited permissions

Use read-only root filesystems Immutable containers

ECS.8 Secrets Management PCINIST

Secrets should not be passed as container environment variables

Use AWS Secrets Manager for sensitive data Secure storage

Remove hardcoded secrets from task definitions Secret hygiene

Enable automatic secret rotation Credential lifecycle
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ECS.9 Container Logging NIST

ECS task definitions should have logging configuration

Configure awslogs driver for all containers Centralized logging

Set appropriate log retention periods Storage management

Enable Container Insights for clusters Enhanced monitoring
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EKS - Elastic Kubernetes Service
Kubernetes cluster security controls

EKS.1 Cluster Endpoint Security PCINIST

EKS cluster endpoints should not be publicly accessible

Configure EKS cluster endpoints as private API protection

Use VPN or bastion hosts for cluster access Secure access path

Enable endpoint access logging Audit trail

EKS.2 Version Management PCINIST

EKS clusters should run on supported Kubernetes versions

Maintain EKS clusters on supported versions Security patches

Plan regular cluster upgrade cycles Version currency

Test upgrades in non-production first Risk mitigation

EKS.3 Secrets Encryption PCINIST

EKS clusters should use encrypted Kubernetes secrets

Enable envelope encryption for K8s secrets etcd protection

Use customer-managed KMS keys Key management control

Audit secret access and modifications Access tracking

EKS.8 Audit Logging SOC2PCINIST

EKS clusters should have audit logging enabled

Enable EKS control plane logging API audit trail

Configure API, audit, and authenticator logs Comprehensive logging

Send logs to CloudWatch for analysis Centralized monitoring
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IAM - Identity and Access Management
Identity, authentication, and authorization controls (25+ controls)

IAM.1 Policy Restrictions 171CISPCINIST

IAM policies should not allow full administrative privileges

Avoid policies with Effect:Allow and Resource:* Least privilege

Review customer-managed policies regularly Permission hygiene

Implement conditions in IAM policies Context-based access

IAM.2 User Policy Management 171CISPCINIST

IAM users should not have policies attached directly

Attach policies to groups, not users Simplified management

Use IAM roles for applications Temporary credentials

Document policy assignment justifications Audit trail

IAM.3 Access Key Rotation 171CISPCINIST

IAM users' access keys should be rotated within 90 days

Rotate access keys every 90 days or less Credential freshness

Automate key rotation where possible Operational efficiency

Track and remediate stale access keys Security hygiene

IAM.4 Root Account Access Keys CISPCINIST

Root user should not have access keys

Delete all root account access keys Eliminate programmatic root

Use IAM users for programmatic access Accountability

Monitor root account for any access key creation Drift detection
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IAM.5 MFA for Console Users 171CISPCINIST

MFA should be enabled for all IAM users with console password

Enable MFA for all console users Second factor authentication

Use hardware tokens for privileged accounts Strong authentication

Monitor MFA compliance status Enforcement tracking

IAM.6 Hardware MFA for Root CISPCINIST

Hardware MFA should be enabled for root account

Enable hardware MFA (not virtual) for root Strongest authentication

Store hardware token securely Physical security

Test MFA recovery procedures Business continuity

IAM.7-17 Password Policy 171CISPCINIST

IAM password policy should enforce strong requirements

Require minimum 14-character passwords Brute force resistance

Require uppercase, lowercase, numbers, symbols Complexity

Prevent password reuse (last 24 passwords) History enforcement

Set password expiration within 90 days Credential freshness

IAM.18 Support Role 171CISPCI

Support role should be created for AWS incident management

Create IAM role for AWS Support access Incident response

Assign support role to IR team Proper access

Document support role usage procedures Operational readiness



AWS Service Compliance Requirements awsight.com

© 2026 CloudSec Global LLC Page 14

IAM.28 Access Analyzer CIS

IAM Access Analyzer should be enabled in all regions

Enable IAM Access Analyzer in all regions External access detection

Review and remediate findings regularly Risk mitigation

Integrate with security workflows Automated response
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KMS - Key Management Service
Encryption key management and security controls

KMS.1 Policy Restrictions CISPCINIST

IAM customer-managed policies should not allow decryption on all KMS keys

Restrict decrypt permissions to specific keys Least privilege

Avoid kms:* permissions in policies Granular access

Document key access justifications Audit compliance

KMS.2 Key Access Control CISPCINIST

IAM principals should not have IAM inline policies allowing decrypt on all keys

Remove inline policies with broad KMS access Policy management

Use managed policies for KMS permissions Centralized control

Audit inline policies regularly Drift detection

KMS.3 KMS Key Exposure PCINIST

AWS KMS keys should not be unintentionally deleted

Enable deletion protection where appropriate Prevent accidental loss

Configure key deletion waiting periods Recovery window

Monitor key deletion events Change tracking

KMS.4 Key Rotation CISPCINIST

AWS KMS key rotation should be enabled

Enable automatic key rotation for CMKs Cryptographic hygiene

Configure annual rotation minimum Compliance requirement

Verify rotation status across all keys Audit readiness
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RDS - Relational Database Service
Database security and access controls (20+ controls)

RDS.1 Snapshot Privacy PCINIST

RDS snapshots should be private

Audit all RDS snapshots for public access Data exposure prevention

Remove public permissions from snapshots Access restriction

Enable snapshot encryption Data protection

RDS.2 Public Access CISPCINIST

RDS instances should not be publicly accessible

Configure RDS with public access disabled Network isolation

Deploy RDS in private subnets VPC security

Use security groups for access control Firewall rules

RDS.3 Encryption at Rest CISPCINIST

RDS instances should have encryption at rest enabled

Enable encryption for all RDS instances Data at rest protection

Use customer-managed KMS keys Key management control

Encrypt existing unencrypted databases Migration planning

RDS.5 Multi-AZ Deployment NIST

RDS instances should be configured for high availability

Enable Multi-AZ for production databases Automatic failover

Configure Read Replicas where appropriate Read scaling

Test failover procedures regularly Resilience validation
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RDS.6 Enhanced Monitoring PCINIST

Enhanced monitoring should be configured for RDS instances

Enable Enhanced Monitoring for all RDS instances OS-level metrics

Set appropriate monitoring intervals Granular visibility

Configure CloudWatch alarms on metrics Proactive alerting

RDS.9 Database Logging SOC2PCINIST

RDS should publish logs to CloudWatch

Enable audit logging for RDS instances Query auditing

Configure error and slow query logs Performance analysis

Set appropriate log retention periods Compliance requirements

RDS.11 Automated Backups NIST

RDS instances should have automatic backup enabled

Enable automated backups for all instances Recovery capability

Configure appropriate retention periods RPO compliance

Test restore procedures regularly Validation

RDS.13 Auto Minor Version Upgrade PCINIST

RDS automatic minor version upgrades should be enabled

Enable automatic minor version upgrades Security patches

Schedule maintenance windows appropriately Minimize impact

Track version compliance status Audit readiness
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S3 - Simple Storage Service
Object storage security controls (20+ controls)

S3.1 Block Public Access - Account CISPCINIST

S3 Block Public Access setting should be enabled at account level

Enable Block Public Access at account level Account-wide protection

Block public ACLs on all buckets ACL restriction

Block public bucket policies Policy restriction

S3.2-3 Block Public Access - Buckets CISPCINIST

S3 buckets should prohibit public read and write access

Enable Block Public Access per bucket Bucket-level protection

Audit bucket policies for public access Policy review

Remove public ACLs from all buckets ACL cleanup

S3.5 Encryption in Transit 171CISPCINIST

S3 buckets should require requests to use SSL/TLS

Implement bucket policies requiring HTTPS Encrypted transit

Deny HTTP requests via bucket policy Enforce TLS

Verify TLS version requirements Protocol security

S3.8 Block Public Access - Settings CISPCINIST

S3 Block Public Access setting should be enabled at bucket level

Enable all four Block Public Access settings Comprehensive protection

Monitor for setting changes Drift detection

Document exceptions with justification Audit trail
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S3.9 Server Access Logging SOC2171PCINIST

S3 bucket server access logging should be enabled

Enable server access logging for all buckets Access audit trail

Configure dedicated logging bucket Log isolation

Set appropriate log retention Compliance requirements

S3.10-13 Versioning and Lifecycle 171NIST

S3 buckets should have versioning and lifecycle policies

Enable versioning for critical buckets Deletion protection

Configure lifecycle policies Cost optimization

Set up lifecycle rules for versions Version management

S3.17 Encryption at Rest 171PCINIST

S3 buckets should be encrypted with AWS KMS keys

Enable default encryption for all buckets Data at rest protection

Use SSE-KMS for sensitive data Key management

Consider SSE-S3 for general data Cost balance
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Additional AWS Services
ELB, WAF, SSM, GuardDuty, and other service controls

ELB.1-17 Load Balancer Security 171PCINIST

Load balancers should be securely configured

Redirect HTTP to HTTPS on all ALBs Encrypted transit

Use predefined security policies for TLS Strong encryption

Enable access logging for all load balancers Audit trail

Configure load balancers across multiple AZs High availability

WAF.1-12 Web Application Firewall PCINIST

WAF should be properly configured for web application protection

Enable logging for WAF web ACLs Attack visibility

Configure WAF rules for OWASP Top 10 Common attack protection

Enable CloudWatch metrics for WAF Performance monitoring

SSM.1-5 Systems Manager PCINIST

Systems Manager should be configured for instance management

Manage EC2 instances with Systems Manager Centralized management

Configure patch compliance for instances Security updates

Ensure SSM documents are not public Document security

Guard.1 GuardDuty Threat Detection NIST

GuardDuty should be enabled for threat detection

Enable GuardDuty in all regions Global threat detection

Configure findings notifications Incident response

Enable S3 and EKS protection features Extended coverage
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Implementation Priority

Timeline Services Focus Area Impact

Week 1 IAM, S3, EC2 Identity, Storage, Compute basics Critical

Week 2 VPC, CloudTrail Network security, Logging High

Week 3-4 RDS, KMS, EBS Data protection, Encryption High

Month 2 ECS, EKS, DMS Container, Migration security Medium

Month 3+ WAF, SSM, etc. Advanced controls, Automation Ongoing



AWS Service Compliance Requirements awsight.com

© 2026 CloudSec Global LLC Page 22

Compliance Framework Mapping

Service Domain CIS NIST 53 NIST 171 PCI DSS SOC 2

Identity & Access (IAM) ✓ ✓ ✓ ✓ ✓

Compute (EC2, ECS, EKS) ✓ ✓ ✓ ✓ ✓

Storage (S3, EBS) ✓ ✓ ✓ ✓ ✓

Database (RDS, DMS) ✓ ✓ ✓ ✓ ✓

Network (VPC, ELB) ✓ ✓ ✓ ✓ ✓

Encryption (KMS, ACM) ✓ ✓ ✓ ✓ ✓

Security (WAF, GuardDuty) — ✓ — ✓ ✓

Management (SSM, Config) ✓ ✓ ✓ ✓ ✓
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Next Steps

1. Assessment

Use this checklist to identify security gaps in your current AWS environment by service

2. Prioritization

Focus on critical services first (IAM, S3, EC2) for maximum security impact

3. Implementation

Work through controls systematically, service by service, documenting changes

4. Validation

Regularly audit configurations to ensure they remain secure and compliant

5. Automation

Implement continuous monitoring for drift detection and automated remediation

Automate Your AWS Security Monitoring

Manual security assessments are time-consuming and error-prone.

AWSight automates this entire process with continuous monitoring

of all 300+ controls and real-time compliance dashboards.

Visit awsight.com to Start Your Free Trial


